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Abstract— In this paper we discuss a class of failure
detection techniques that is based on the heterarchical
distributed state estimation structure. A heterarchical
structure is defined as a data processing system in which there
is no explicit hierarchy. Within this discussion, we present a
distributed sensor fault detection and isolation method that
results from merging hierarchical state estimation theory with
the overlapping decompositions, expansions, and stability of
large scale systems theory. The benefits of such a discussion
include to have design methodologies of detection, isolation
and diagnosis of sensor faults, that admits a range of
implementations, allowing a tradeoff study of system
complexity vs. performance.

Index Terms — Kalman filters, Hierarchical Structures,
Estimation Theory, Distributed Models, Hierarchical
Control, Fault Detection, Overlapping Decompositions,
Sensor Failures, Sensors.

. INTRODUCTION

N HETERARCHICAL approach may be the feasible way

to hedth monitor large-scae systems since it

decomposes the problem down into potentialy smaller
local problems. These local results can be blended into a
global result that describes the health of the entire system.
The benefits of such an approach include added fault
tolerance and easy scalability.

State estimators are, upon many aspects, an useful tool
for fault detection and identification (FDI). Failures act as
unexpected inputs into a system and, thus, drive the error
residual of any state estimation to biased values. With
careful selection of the state estimation structure, these
fault-driven residuals can be made to have persistent and
digtinctive characterigtics. In many cases, freedom exists to
address other design issues, such as noise sensitivity and
parameter robustness. For these reasons, the application of
state estimators to the problem of fault detection and
identification has long been an rich area of research.
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In this paper, we will look at some of the challenges
inherent to detecting faults in large-scale systems. complete
description of a complex system and its effective control
requires a great quantity and variety of sensors. For such
systems, a heterarchical fault detection scheme may be the
logical approach to the problem.

The heterarchical fault detection method is the result of
combining the hierarchical state estimation theory studied
in [2] and extended in [14] with the decentralized control
theory developed by [16]. It compares the overlapped state
estimates provided from heterarchical distribute state
estimators each driven by independent measurement sets.

The remainder of the paper is organized as follows. In
section 11, the heterarchical state estimation structuresto be
utilized as basis to develop the fault detectors are
delineated. Essentia insights reveal that heterarchical state
estimators are much more suited for distributed state
estimation than hierarchical state estimators that do not. An
important part of section Il is how to obtain the global/local
decomposition needed to develop the basis of the fault
detector and isolator. This lead usto develop a heterarchical
fault detection method based upon overlapping
decomposition. We describe this method in section lll,
based on one specific heterarchical distributed state
estimation structure discussed in section 11.

Il. STRATEGIESOF HETERARCHICAL DISTRIBUTED
STATE ESTIMATION

The general theory of hierarchical systems was and is
continuing to be applied to control and estimation. This
application involves optimization techniques — minimum
variance in the Kaman approach — and concepts of
hierarchical structures. The am is to construct state
estimation architectures with different performance degrees.

We present and analyze the dynamics of the hierarchical
structures to yield distributed state estimation methods.

The problem of heterarchical distributed state estimation
formulated in this work deals exactly with the
decomposition of the correction stage and is based on the
origina version of the Kalman filter [6] as well as on its
aternative Inverse Covariance form[1].



A. Strategies via Matrix Partitioning

These strategies are based on the Inverse Covariance
of the Kalman filter [1].
Consider the global system model:

Xesr = A + W (1)
where wy is independent of X, assumed Gaussian with
covariance P,.

In addition, consider a set of N local observations
concerning the global system (1), comprised by the
following equations:

Yo =H/ X +V,,i=12..N @

where the V', measurement noises, with covariance R, are
independent among themselves and independent of wy and
Xo.

For the heterarchical distributed state estimation problem
we assume that the local processing agorithms are solved
based on local models described by:

= AX + W, @3)
=CX +V, 4

where i=1,2,..,N.

Consider the globa system with the state x, decomposed
into two subsystems with states x* and x%. The local
observations, y* and y?, in (1)-(2), based on the knowledge
of X, provide an exact representation of the process. On the
other hand, the models describing the local subsystems
states, x* and x? , of the global system x, and the local
observations based on knowledge of x* and x? , in (3)-(4),
could provide only an approximate representation of the
global system state x.

The global state estimation that will be processed in a
centralized node, based on the observation of the global
system (2), can be written as follows:

S — g Noitpi gy ie N itpilyi
X=X-PYH R HX+PYH R 'y (5
i=1 i=1

where X = prediction of x.
P = covariance of the estimation error of x.

If there is a transformation T' that satisfies the
relationship between the local and global dynamics such

that the measurements y' and Z' in (2) and (4) become

exactly or approximately compatible, then processing at the
local nodes solves the following local estimation problem:

H‘tR‘_ly‘ =r"PR -(1-H""
THIT)X

(6)

where ' is the nodal transformation matrix that satisfies

[=C" H' and #denotesthe pseudo-inverse.

From (5) and (6) we have:

g:/\w%(;‘(f(‘ -N'X") )
i=1

where

S itoi Ly
A=1-PY> H'R HY

i=1
G =PT'P™; ®

N=I-PH'RTHT;

In generdl, the local estimates X' are not independent.
The correlation between these estimates is taken account

through the P matrix. The local correction gain G' givenin
(8) incorporates the influence of these correlations in the
global estimation process represented in (7).

If there is a nodal transformation T' in (8) that
transforms the global model in a feasible local model, such
that P, for example, be diagonaizable, then we can
construct an heterarchical and suboptimal global estimator
in order to undo the hierarchy.

In principle, the strategies via matrix partitioning [2] and
[4], as well as the strategies via the multiple projections [5],
presented in the following subsection, require centralizer
and coordinator modules, respectively, in order to fuse the
local estimates in such hierarchical estimation structure.

B. Strategiesvia Multiple Orthogonal Projections

These strategies are based on the origina version of the
Kalman filter [6]. In this class of strategies each local node
disposes only of its local model that represents exactly a
subsystem of the global system. Therefore, the construction
of heterarchical distributed structures based on these
strategies assumes the existence of a noda

transformation T' , not explicit, that satisfies exact

relationships between the global system and the loca
subsystems.

From this assumption results the requirement of a
coordinator module in order to give support to the local



estimates processing.
Consider the following representations for the loca
models:

X = A+ D A+ W
i=1

©

i iy i
Ye = HX +V

where the same assumptions made to the noise variables in
(1) and (2) are held.

The key idea of the multiple projections method consists
in the decomposition of the correction stage of the Kalman

filter through the orthogonal projection of the state X' on
the observation vector of the global system. The
observation vector is partitioned into N components of local
observations. In this way, the following estimation result is
obtained:

" N o
X =x'"+YEX/y™) (10)
i=1
where
N~
2. Y; = generatesthe Hilbert subspace:
i=1
=1 =1 =2
Yok O Yo U Yawg U - )

O yl'\l\‘(_kl/k);
"= E(X Y, L)

Xl
Y, = observation subspace until the (k-1) instant.

The corrections based on the (N-1) nonlocal innovations,
described by (10), constitute the coordinated hierarchical
nature of the Kalman filter. In this hierarchical structure the
important task of incorporating the inherent correlations
among the local models, a priori partitioned exactly, and
the global model, is made by the coordinator. In this way,
the optimality of the estimation with coordinated hierarchy,
in the Kalman sense, is preserved.

C. Discussions

The bottleneck in processing for hierarchical structuresis
caused by the centralizer or by the coordinator fusion of the
information originating in the lower levels.

Discussions about this point have been made, e.g., in [2]-
[5], [7] H{13], and [14].

In principle, (7) and (10) can be seen as global solutions
to the hierarchical state estimation problem based on the
dichotomy among the information filter and the state space
Kalman filter representations. Using (7) and (10) as starting
points, a synthetic diagram proposed as support to the
development of distributed structuresis shown in Fig. 1.

Distribution strategies based on the multiple projections
method as well as on matrix partitioning, lead usto face the
guestion on which model of the local subsystems to adopt
considering the global model?
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Fig. 1. Classes of Strategiesfor Heterarchical Distributed State
Estimation

For distributed filters derived via matrix partitioning and
the successive orthogonalizations, the nodal transformation
matrices, under certain assumptions, can be implicitly
modeled in such a way that, the local estimates can be
considered very close to the optimal estimation.

In [9] a suboptimal state estimation structure is proposed
via an analytical development. This structure is conformed
in the class 2 of Fig. 1. of strategies, and its development is
based on the hierarchical structure proposed in [5]. This
analytical development and the form of the approximate
nodal transformation used in [9] is based on the SPA
(Supplementing Partitioning Approach) technique proposed
in[11]. Also, in [8] atheorem that establishes the necessary
and sufficient conditions to obtain the heterarchica
distributed structure is presented, as well as for the analysis
of the conditions heuristically established in [11].

The classes of state estimation strategies shown in Fig. 1
are, in details, discussed in [16].

I11. System Model, Overlapping Decomposition and
Fault Detection M ethod

Consider a large-scale linear interconnected system S,
which is described by the following state and output
equations.



(12)
(13)

S: Xy = AX T W,
Yo = HiX tv

where x € R", w, € R"isthe state noise vector, y, € R" isthe
output measurement vector and v, € R™ is the noise
disturbing the output. A and H are the system matrices of
appropriate dimensions, in which H is assumed to be a
block-diagonal matrix with N blocks corresponding to N
subsystems.

For the above system given by egns. (12) and (13), we
have the following assumptions:
(1) wy and v, are Gaussian random vectors with zero mean
and covariances respectively given by EJw,.w!t=Q8 ,
E{ Vj_.th %:Réjk
(2) The disturbance vectors are uncorrelated,
E{v.wi' =0 0 j k
(3) Theinitia state vector x(0) is a Gaussian random vector
with mean E{ x(0) f=X, and covariance E3[x(0) —X] [x(0)
—Xo]'t=Pg
(4) x(0) and the noise vectors v and wy are uncorrelated, i.e.,
E{x(0).v =0, Ex(0) .w,! =0 O k

i.e.,

The system S described by equations (12) and (13) can
be expanded into another system S using a linear
transformation

ék:TXk (14)
where x € R (n>n) and T is a nxn congtant transformation
matrix. The expanded system is given by:

(15
(16)

S Xkr1= A X+ Wy
Yi= H X+

where w,_is the expanded state noise and A and H are the

new system matrices (with dimensons nxn , mxn
respectively) given by:

A=TAT'+M ; H=HT+L (17)

T'=(T'T)"T (18)

o A
I’I 2.
l1,2
boy
........... IM 1.1

IN-2.2

IN-2,2

where |;; is an identity matrix with dimension
(MmN 2) X (ni=n; 2);
li» is anidentity matrix with dimension

Ni2X Nio,i=1,...,N.

In this section, we consider the problem of detecting the
malfunctioning sensors of the augmented system S, which
comprises N overlapping subsystems. This will be carried
out through the design of Partialy Decentralized
Hierarchica Kaman Filters, presented in [9] for the
subsystems and by comparing the estimated states, which
are obtained by two successive filters for each subsystem.

The ith subsystem § derived from the expansion is
described by the following eguations:

S Xk = Al X+ D A+ Wy
i=1
i#]

(20)

Y= Hixie+ Vi (21)

The results obtained for partialy decentralized
hierarchical state estimation [9] can be applied by duality
to the overlapping subsystems (20) and (21). The filters
are designed as follows:

Consider the approximate equation of the expanded
subsystem S:

N .
S Xk = A X+ Z Al + Wy (22)
i]¢_jl
Yk = Hix' + Vi (23)
where
i S i
W= 20 AlXit W (24)

with Xk = Xk — X

By using (24) as a “plausible’ approximation [9] to
represent awhite noise, we can estimate the state X'w.1,
using a set of partially decoupled Kaman filters [9]
described by the following stages.

Prediction Stage

. L N L
I —_ | I ]
Xk = Al Xt 2 Al X

- j= (23)
i#]
Pk = QkeanA'x + Qi
(26)
where _ o
glk+1/k_ = i‘l&" Kk (27)
QI|_< = Q' + ok
(28)



N
= 2 APAY
i (29)
Q' Covariance matrix of the w', approximate
expanded white noise;
PP Covariance matrices of theith and jth
approximate expanded subsystems, respectively.

Correction Stage

Xk = Xik/k-l + Gik \/k/k-l (30)

where
G = Pikes HY ( H'y Pt Hi + R )-1 (31)
denotes the gain matrices of the local Kalman filters
and V.1 is the measurement prediction error of the ith
approximate expanded subsystem. _

The covariance matrix of X'y , based on Y. canbe
written as: _ o

Pk =Kk Ekl_k—l

, _ (32)
K'«=1-G\ H\

(33)

Due to the approximation (24), the prediction correction
based on the non local observations is unnecessary as
demonstrated in [9].

~Owing to overlapping decomposition, the state vectors
X and x* share the pat X% e,
XI-l - [ xi-2,2 Xi-l,l Xi-l,Z]t and xi - [ xi-].,Z Xi,l Xi,2 ]l )

Let [ X2 ]sst, [ Xk ]2 represent the estimated
values of the state vector x"? from the filters of subsystems
i-1and i, respectively.

For the case of two subsystems, during normal operation
of the overadl syssem we have
212 = E([X_l'zk/k]aal'[X_l'Zk/k]aaz) =0 (34)
where E is the mathematical expectance.

If one or more than one of the N subsystem sensors are
malfunctioning, the above condition will be violated, as
shownin Table 1.

As aresult, Z; , becomes biased (positive or negatively)
because the discrepance between estimates of the
corresponding overlapping state.

Thus, by examining Z;, , the faulty sensors can be
localized as shown in the voting decision Table 1.

Table 1. Sensor fault decision table for two sensors

Z12 Sensor fault decision
. <& faultiny,
negative .
€9 >& faultsiny; and y,
positive faultiny,
null normal operation

This tolerance value € that means the magnitude of the
departure from zero-mean must be found for a specific
application depending on noise considerations and model
parameter uncertainty.

€ is a constant which is usually determined by the
experience of the designer. However, the reability of the
SFD scheme must be investigated in failure cases which are
differents from those considered in obtaining the value of
£.

It isimportant to observe that such investigation can open
perspectives to treat the failure estimation problem too,
because different values of & could be useful to
characterize the failures.

The failure estimation problem involves the
determination of the extent of failure that could be
expressed by a sensor become completely non-operational
(and “off” or “hard-over” failures), or it may simply suffer
degradation in the form of a bias or increased inaccuracies,
which may be modeled as abrupt changes in H matrix or
increase in the sensor covariance as well.

Thus, by inspecting the validity of eqn.(34), we could not
only detect the sensor failures among the N subsystems, but
also know which once have failed.

It is important to highlight that the use of decentralized
estimation (25-33) modified the SFD scheme originally
proposed in [17] which uses differences between
overlapping states of the subsystems, by the generation of
different failure test conditions (Table 1). Another point to
be noted is that in spite of not obtaining the best state
estimate of S, the unbias property is preserved, meaning
that the scheme above will not only be useful as a
composite fault detector but also as a good state estimator
by using the inverse transformation of similarity.

Although from the point of view of the sensors output,
the subsystem estimators are completely decoupled, by the
fact the state corrections are based on purely located
observations. In other words, such state corrections don’t
take into account the successive orthogonalizations between
the subsystems. On the other hand, these estimators take
into consideration the interaction terms between the
subsystems.

If the interactions between the subsystems are strong
(i.e. strongly connected subsystems), a malfunction in any
sensor could affects all the local filter estimates, and by
consequence, compromises the reliability of the SFD
scheme proposed.

Thus, it remains to show that the SFD scheme proposed
also works satisfactorily to systems where the interactions
may be strong, due to the fact the approximation (24) be
just considered “acceptable” for weakly coupled systems
[9].

Figure 2 illustrates the use of the decentralized state
estimators to detect faulty sensors when subsystems S; and
S, share the state variable x>

In order to minimize the effect of noise, z; , is passed
through alow-pass filter such as:



Z1o(k+1) =715 (K) + 9 215 (k+1) =21, (K)] (35),
where g is the filter gain to be equally to & chosen by
simulations. The g gain attends on exclusively to smooth the
estimator oscillations influenced by the state and
measurement noise variances. In addition, if the state and
measurement noise covariance matrices, diagona Q and R,
respectively, are such that al the elements g; are identical
fpr al i=j and r;; areidentical fpr all i=j, then aunique gain g
will smooth al the state estimation variable simultaneously.

The filtered output zf1,2 is used to measure the departure of
z; , from zero-mean, and thusto |ocate the faulty sensors.

Failure Detection and Diagnosis :
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A

A
XY= [ Xtk X2 )'or

2 _ry2 3 4t
Xk= [ XSk Xk X ik 02

Pl X'k
Overlapping Overlapping
Observer PP X%|  Observer
SS_]_ SSZ
Decoupled Kalman Filters
\ ,J_ \ IZ
Subsystem 1 Subsystem 2
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Figure 2. Approximate expanded system connected to failure detection
system

V. CONCLUSIONS

In this paper, methodologies in order to develop fault
detectors based on heterarchical distributed state estimation
structures are discussed. In addition, an extension of the
Sensor Fault Detection method introduced in [17] has been
proposed. The objective of the extension was to detect and
isolate precisely composite sensor malfunctioning.

This is achieved by using an approximation which
provides estimated interactions between the subsystems as
portion of system noise.

Heterarchical distributed state estimators have been used
to estimate the states of the overlapping subsystems and a
procedure to incorporate new interactions within the filter
equations has been described.
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